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ResiStand Project
Standardisation is a powerful tool to achieve better interoperability. However, it needs to overcome a lack of
interest and modest participation from stakeholders. Also, promising research results are not always used as
the basis for new standards.
The overall goal of ResiStand is to find new ways to improve the crisis management and disaster resilience
capabilities of the European Union and individual Member States through standardisation.
ResiStand contributes to an improved disaster resilience by identifying and analysing the drivers, constraints
and expectations of three main stakeholder communities: Standardisation Organisations, End-Users and
Suppliers, consisting of researchers, industry and SMEs.
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Based on this information, gaps in standardisation are identified and a prioritised roadmap for new initiatives
will be created. The roadmap will be complemented by a critical evaluation of standards as a tool to improve
disaster resilience.
ResiStand aims at implementing a pre-standardisation process that supports the development of standards.
The feasibility of the process will be tested by developing a new work item. The aim is that stakeholders will
continuously utilize this “ResiStand Process” in the future, and that the project delivers a better
understanding of the potential of standards for contributing to an improved disaster resilience.
ResiStand will support the management of increasing threats to society such as armed conflicts, terrorism,
pandemics and natural disasters, which have increasingly cross-border, even global consequences due to the
on-going globalisation.
Protection of citizens through anticipation, preparedness, response and adaptation to crisis situations – i.e.
maintaining disaster resilience – will be more efficient. Collaboration between national, European and
international stakeholders will be improved by unified processes and management systems as well as by
technical, procedural, operational and semantic interoperability.
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Executive Summary
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The objective of T6.2 was to test the overall ResiStand Process. It was envisioned that by
liaising with CEN/TC 391 ‘Societal and Citizen Security’, a possible future work item, potentially
relevant for improving disaster resilience and crisis management would be identified to serve
as a test case for the ResiStand Process. It was however found that, while useful for testing the
underlying tools of the ResiStand Process, the potential items for standardisation were not
mature enough for transformation to a NWIP or a CWA project plan. Furthermore, the
ResiStand Process will only be finalized in M24 and therefore not enough information was
available to perform a test on the overall ResiStand Process. For those reasons, this deliverable
is redirected to the testing of those elements of the ResiStand Process that are in place; the
ResiStand Web Catalogue and the ResiStand Assessment Framework. This report illustrates the
evolvement of the tools based on feedback received from SAG members, workshop
participants, and the ResiStand team. This led to the RAF 2.0 that solved most of the issues.
The RWC will be further improved in the remainder of the project. Furthermore, the output of
this task will feed into the finalization of the ResiStand Process, as well as its implementation
plan in T6.3.
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Introduction
1.1

Objectives

To ensure the effectiveness, the efficiency as well as the practicality and appropriateness of the established
procedures in WP2 on identification of resilience-relevant standards, in WP3 on identification of end-user
needs, in WP4 on identification of opportunities for industry and research, and in the synthesising WP5 on
road mapping, the objective of this task is to test the overall ResiStand Process elaborated throughout the
project and concluded in T6.1. It was envisioned that by liaising with CEN/TC 391 ‘Societal and Citizen
Security’, a possible future work item, potentially relevant for improving disaster resilience and crisis
management would be identified to serve as a test case for the ResiStand Process, with respect to:
-

the improved coordination of activities at EU and international level and the cross-fertilisation
among different sectors;
improved complementary contribution to disaster resilience in populations, crisis and disaster
management/civil protection and/or CBRNE systems, tools and services and
stakeholder involvement and the acceptance and the support for a new standardization activity

We have noted that developing the ResiStand Process is a long and complex process, one that is still evolving
throughout each step in the project. D6.1 ‘ResiStand Process’ [9] is currently being drafted, only to be
finalized in M24, whereas the testing should be concluded in M20. Therefore, we had to conclude that our
plan to test the overall ResiStand Process as envisioned beforehand has been too ambitious and not
manageable.
For that reason, some adjustments had to be made in terms of D6.2 outputs. Instead of testing the full
ResiStand Process, this deliverable addresses those parts of the Process that have been developed and
undergone testing at multiple points in the project. For that reason, the focus is on two tools that have been
developed to process and assess ideas for standardization within the domain of disaster resilience and crisis
management.
-

ResiStand Web Catalogue (RWC)
ResiStand Assessment Framework (RAF)
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A variety of mechanisms have been used to test these tools at different points in the project as summarized
in chapter 3. Multiple people were involved to carry out this testing; the SAG members, participants of the
Brussels workshop in September 2017, most partners in the consortium, and finally the participants of the
Dublin workshop in November 2017. in the latter was organised in conjunction with the CEN/TC 391 plenary
meeting.

1.2

Background

1.2.1

CEN/TC 391 ‘Societal and Citizen Security’

The project so far already included several workshops and other mechanisms to get direct feedback from
either end-user, industry & research and/or standardization perspective. For testing the process and
especially the tools developed in the project, it was envisaged that valuable information could be retrieved
from a TC that is dealing with standards on a daily basis, as they are well aware of the standardisation
landscape within the area of disaster resilience and crisis management, and have first-hand experience when
it comes to barriers and constraints encountered in this area.
page 1
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For that reason, a workshop in conjunction with the CEN/TC 391 plenary meeting was organized (Dublin,
November 8, 2017) to get direct feedback on the developed tools, which should help in the future to
structure, together with the ResiStand process, the pre-standardization activities in Europe.
CEN/TC 391 has the main objective “to elaborate a family of European standards, standard-like documents
(e.g. procedures, guidelines, best practices, minimal codes of practice and similar recommendations) in the
Societal and Citizen Security sector including aspects of prevention, response, mitigation, continuity and
recovery before, during and after a destabilising or disruptive event. Verification and training will also be
considered. CEN/TC 391 does not deal with issues already dealt with in other TCs. […] The standardisation
activities will consider the following main issues related to Societal and Citizen Security:
1.2.3

Products and services (equipment, communication, information, goods, transport, energy, cultural
inheritance and properties);
Infrastructures (roads, ports, airports, rail stations, bridges, factories...);
Stakeholder needs and requirements, potential conflicts; - Relationship (cultural and geographical
diversity);
Citizen requirements and vulnerabilities, including privacy” [1].
Dublin workshop November 2017

The objective of the Dublin workshop was twofold; first the ResiStand project team presented their current
ideas for the ResiStand Process in terms of improving involvement, coordination, and support in the domain
of crisis management and disaster resilience standardisation. Here, information was gathered on the first
step of the process ‘generation of input’, and the second step ‘processing of input’. Participants were asked
for their feedback based on their experience within the TC. After that, the RWC and the RAF were tested with
three potential items for standardisation that served as ‘test cases’. These items were retrieved from the list
of potential standardisation items produced in D5.2 [7]. See Annex 2 for the workshop agenda and list of
items.

1.3

Structure of the report

ResiStand_D6.2_Testing-the-Process_v06mh30122017.dotx

The remainder of this report is divided into 3 sections:
-

Chapter 2 described the current status of the ResiStand Process by outlining the different steps that
are envisioned for T6.1.

-

Chapter 3 concerns the testing of parts of the ResiStand Process. Here, a short focus will be on the
first step of ‘input stimulation’ based on the feedback from CEN/TC 391 members, after which the
chapter continues with the testing of the RWC and the RAF as they from part of the second step of
the process; ‘processing the input’. Here will be explained what feedback was received by whom at
what point in time, and how the tools have advanced based on this.

-

The report closes with conclusions derived from the previous chapters and recommendations to
address the challenges that remain.
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Current ‘ResiStand Process’
When describing the ResiStand process, it is important to clarify which “process” is in the focus. As part of
this project, the project consortium was following several steps of the planned “procedure” (see D1.1 [3]),
such as collecting the needs, opportunities and available standards, analysing the gaps and defining the
standardisation roadmap.
The ResiStand process is a new process which is currently being developed for the future use in prestandardisation. Is describing the single steps an individual or a group of persons are recommended to follow
in case they wish to realise a specific standardisation idea/initiative. To define the single steps in detail, as
well as involving the needed stakeholder groups (or representatives of the corresponding groups), the basic
ideas of the initial “procedure” (D1.1 [3]) are used, but in more details including the different tools developed
as part of this project. As the process is part of T6.1 which is still ongoing, the ResiStand process at this stage
can only be seen as a “preliminary” version, which is still under development and will further evolve and
finally conclude is the final ResiStand process at the end of this project.

Identification of potential standardisation items

Needs from
End Users

Opportunities
from Industry and
Research projects

Standardisation
initiatives

RAF 2.0 “stage 1”
Primary
assessment

Identified gaps
in standardisation

Standardisation
Roadmaps

RWC

Existing and
planned
standards

Secondary & third
assessment

RAF 2.0 “stage 2 & 3”
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RWC

New Work Item
Proposal

Figure 1: The current ResiStand Process
At this stage the ResiStand Process foresees the following steps:
Stimulate input
1.
2.

Identification of a need/opportunity which will be further called “Standardisation Initiative”
An available (and updated) RWC displaying all available and currently planned standards in the area
of disaster resilience and crisis management

Process input
3.

The standardisation initiative is pre-tested by stage 1 of the RAF (see chapter 3.3 and D5.3 [8])
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4.
5.

If the Initiative successfully passes the primary assessment and is not covered by a standard yet
(identified as “gap”), it will be added to the web catalogue of “gaps”
The as gap identified initiative is undergoing a secondary and possible third assessment with stage 2
and 3 of the RAF 2.0, which is requesting more detailed information and further involvement of
different stakeholder groups

Allocate output
6.

7.

Based on the additional input, the initiative will be fed into the standardisation roadmap, which will
help standardisation bodies and policy makers to get a clearer picture of the standardisation
landscape
Based on the urgency, impact and feasibility the NWIP will be developed by the identified TC

ResiStand_D6.2_Testing-the-Process_v06mh30122017.dotx

As the detailed ResiStand Process is subject to the Task 6.1, this deliverable will focus on the testing,
development and evolution of the RAF and the RWC.
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Testing parts of the ResiStand Process
3.1

Introduction

This chapter concerns the testing of parts of the ResiStand Process. As explained in the introduction, T6.1
‘ResiStand Process runs to the end of the project, and it was therefore not manageable to test the full
process within the timeframe of T6.2. Thus, this chapter focused on the first two steps of the envisioned
ResiStand Process. First it will go into the first step of ‘input stimulation’ based on the feedback received
from CEN/TC 391 members, after which the chapter continues with the testing of the RWC and the RAF as
they from part of the second step of the process; ‘processing the input’. Here will be explained what
feedback was received by whom at what point in time, and how the tools have advanced based on this.

3.2

Stimulate input

Many people/organizations are not aware of standardization. The first step of the ResiStand Process
addresses methods that can be developed to get stakeholders involved (i.e. set up practitioner groups,
communicate ‘success stories’ etc.). Here, we build on previous information on barriers and constraints as
outlined in D1.3 [4] and D3.3 [5] for example to see how standardization can be made more accessible, and
whom should be targeted (a full list of drivers and constraints will be provided in D6.1 [9])
Participants of the Dublin workshop recognized problems in the current standardization process for societal
security. The following problems regarding first responders/end-users were mentioned:
-

ResiStand_D6.2_Testing-the-Process_v06mh30122017.dotx

-

-

First responders are not (enough) involved in standardization. They are not aware of what
standardization can offer them
First responders are not aware of existing standards
First responders lack motivation and time to get more involved
Standards cost money. Participating in the standardization process costs money. End users weigh
out benefits against costs. As they are not aware of the benefits, the costs are a major barrier. Even
for the participation as “experts” in TCs, they need to pay to the standardization bodies for
participation – they don’t see why they should pay when trying to help
Scope of TC 391 (Societal security) is too broad. Better focus on specific items people can connect to
Lots of confusion regarding the variety of standardization bodies/organizations
Different CEN/TCs develop same/similar standards in parallel
Different definitions are used for same topics
After a standard has been published all activity stops, while it would be advisable to start promotion
and training activities. In many cases no promotion activities are undertaken.
Many standards lack broad support from the first responders’ community. Often standards can be
characterized as ‘’one-man actions’’
In Germany the situation is quite good as procurement budgets are financed by the state, with the
precondition that the responder organisations need to follow certain standards for the product they
want to procure
Standards often do not fulfill a direct need of first responders, but rather an indirect need (These
stakeholders do not need the standard, what they need are products). How to make this process
more visible and thereby increase the motivation to become involved in the standardization
process?
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3.3

Processing the input

The second step in the ResiStand Process is about processing the input. For this purpose, two tools have
been developed; the ResiStand Web Catalogue as explained in D5.2 [7], chapter 3, and the ResiStand
Assessment Framework, of which the first version was explained in D1.3 [4]. Before diving into these specific
tools, some general feedback from the Dublin workshop regarding this phase in the process will be outlined.
Participants of the Dublin workshop discussed the issues they experience when trying to take a
need/problem/idea to a standard. Here, different things were mentioned/questioned:
-

-

3.3.1

How to test whether the development of a standard is suitable to address this problem/need/idea?
Someone will have to own/drive the idea further, just creating a roadmap will not guarantee that
future steps will be taken to create the standard
The parameters of an idea need to be clearly stated, if not, people don’t know what exactly their
discussion should be about
The easiest way to get people involved/get their attention is by formulating a problem they can
identify themselves with, and then see/argue whether a standard would be able to solve this
problem (e.g. by formulating ‘what if’ scenarios)
When it comes to crisis management and disaster resilience, there are rules and regulations in place
at the national level, as well as many different guidelines etc. These should be considered when
trying to convince the importance of the uptake/development of a standard. The
connection/interaction between national rules, regulation and standards with European standards
that are developed and adopted from ISO, need to be strengthened
ResiStand Web Catalogue (RWC)

As mentioned, the ResiStand Web Catalogue (RWC), with its components/catalogues, is explained in D5.2 [7],
chapter 3. This chapter will focus on its usefulness in practice based on internal testing and by CEN/TC 391
members during the Dublin workshop.
As part of the Workshop in conjunction with the CEN/TC 391 meeting in Dublin, the current status of the
RWC was presented, including the following 4 catalogues:
-

ResiStand_D6.2_Testing-the-Process_v06mh30122017.dotx

-

Catalogue of identified Needs from end-user side
Catalogue of identified Opportunities from supplier side
Catalogue of available standards and standardization initiatives in the area of disaster resilience and
crisis management
Catalogue of identified gaps (as a result of the comparison of identified needs, opportunities and
available standards)

Figure 2: The ResiStand Web Catalogue (RWC)
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3.3.1.1 Consortium

The consortium members reviewed the initial planned ResiStand Process, especially for Task 6.1, as well as
the input collected in the previous WPs (2-4). The main findings and adjustments that resulted in the further
development of the RWC are described in the following sections.
Accessibility
In the initial stage the RWC was only accessible for registered users. To enable everybody that is interested
and motivated without burdening them too much, the RWC now publicly accessible on the ResiStand
Webpage [2].
Merging of Needs & Opportunities
As a major finding, it can be highlighted that the catalogue of needs and the catalogue of opportunities, were
largely containing the same or similar items, using different perspectives. A resulting general consideration
based on this is, that the catalogue of opportunities could be seen and treated as potential standardisation
needs, too. An opportunity that is not answered by any standard could be a standardisation need, which was
maybe not listed from the end-user side at that stage but was identified by research and industry as an item
to work on to cover a potential need in that area. Due to these reasons, it was decided that in the future
process, as well as in the catalogues, the list of needs and opportunities should be merged.
Detailed search in the RWC
The use of the tool internally, revealed, that the so far developed search fields and the connected search
functions are not sufficient for the purpose foreseen for the RWC. So far, the search was only possible for
specific columns. The combination of different search terms was not possible. Based on the feedback on the
search possibilities, it was further refined and adjusted. This will have a major impact in the search of
available standards and standardization initiatives, as it will be difficult in the future to identify, whether a
new need/initiative is already covered by standards or not.
Ownership of the RWC
A concern within the project consortium is the continuation of the RWC in the future. It can serve as a very
useful tool, but only if it is updated and maintained. Especially on the side of standards and new
standardization initiatives, it would be very important to make sure that the RWC is reflecting the real
situation to date. Task 6.3 will further elaborate the possibilities in implementing and rolling out the
ResiStand Process and the related tools.
3.3.1.2 CEN/TC 391 members

The feedback received on the new Catalogues was very positive and encouraging to continue the further
development of the tool. All participants deemed the tool very useful and an added value for the
standardization and pre-standardization work in the area of disaster resilience and crisis management.
Nevertheless, there were several items for further improvement of the tool collected, such as:
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Gap Analysis Items
Some of the identified gaps in the previous WPs were identified as already or at least partially covered (by
standards) items. The methodology used for the identification of standardization gaps was focussing on the
standard titles, keywords and abstracts. It revealed, that some items are not covered in these fields, but in
the detailed standard text. The ResiStand consortium is working on possible ways to improve this. This will
not influence the tool itself, but might have an effect on the way the list of standards is structured. Together
with the improved search function a better comparison of available and not available standards will be
possible. In addition, it will have to be considered for Task 6.1 (ResiStand process), that for the identified
standards, the available information might be insufficient to do a full gap analysis.
Data Input Template
It was proposed by the TC members, to have the possibility to directly add new needs/initiatives into the
document. For that purpose, a “Data Input template” will be developed to make sure, that all relevant
information for the new need/initiative is available. This template will be covered by the first stage of the RAF
2.0, the ‘intake’.
page 7

I NCREASING DISASTER R ESILIENCE THROUGH S TANDARDISATION
3.3.2

ResiStand Assessment Framework (RAF)

Within the ResiStand project, as an add-on that was not foreseen in the original work plan, the ResiStand
Assessment Framework has been developed. The aim of this Excel-tool is to support organisations or
individuals in assessing the impact of a possible standardisation project and the feasibility of developing and
implementing it in the domain of disaster resilience and crisis management. With the help of the RAF they
are enabled to gather the key facts (title, scope, target groups etc.), to systematically map the potential
benefits of the standard, to check whether the standard is compliant with essential ethical, legal, social
issues, and to consider the organisational conditions under which the standard will be developed and
implemented.
In ResiStand WP1 the first version of the RAF (RAF 1.0) has been developed which has been reported in
deliverable D1.3 [4] (January 2017). In the course of 2017 the RAF has been tested both internally by the
consortium and externally by stakeholders. The latter has been done by a questionnaire (June) that was sent
out to ResiStand’s SAG members, and at the ResiStand workshops that have been conducted in Brussels (11
September) and in Dublin (9 November). Based on the provided feedback and experiences in using the tool
the RAF has been adjusted and updated, resulting in an improved version of the RAF (RAF 2.0), which is
described in more detail in D5.3 [8], Annex 2. The following sub-chapters will provide information on the
outcomes of these different ‘testing phases’.
3.3.2.1 SAG members

As mentioned, the SAG members were asked to provide us with feedback on the RAF 1.0. A total of six
people responded and provided us with extensive feedback. The outcomes of this questionnaire can be
found in Annex 1. DIN, NEN and TNO went over these results together and decisions were made for each of
them and based on this the RAF was updated. General feedback on the RAF 1.0 can be summarized as
follows:
-

-

-

Overall the respondent thought the RAF was clearly explained and would be a useful tool for prestandardisation assessment. They suggested to test the RAF with ‘real cases’
It was found that the RAF provides some very relevant points that need to be considered and
thought of in terms of initiating standardization documents
It was mentioned that the use of certain terminology needs more explanation in some cases, not all
the organizations involved in disaster management and resilience adopt the same vocabulary, on
the contrary there is nearly a single vocabulary for each organization
It was furthermore noted that it should be made clearer who is going to implement/maintain the
RAF, and who will benefit from it
One of the respondent argued that ISO/TC 292 is developing a lot of standards already, Europe
should not invent the wheel. Questions on participants’ awareness of existing international
standards and their relevance should cover this
Finally, it was suggestion to explain the assessment scales and options a bit more in detail
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3.3.2.2 Consortium

Several partners within the consortium have tested the RAF as well. This was done after the Brussels
th
workshop on the 11 of September (D5.2). During this workshop five topics have been selected from a list of
eleven topics, which were indicated as higher priority topics from previous investigations in WP3, WP4 and
Task 5.2. Question were formulated based on the RAF and participants were asked to answer them for each
topic. Based on this information TNO filled in the RAF for each topic which led to the following outcomes:
-

The feasibility for each topic is unknown due to a lack of stakeholders (present) that is considering
developing such a standard
With respect to urgency and impact a bit more could be said. This because the preliminary list of
topics has been derived from web research, questionnaires and stakeholder workshops that have
been conducted at previous stages of the ResiStand project (WP3 and WP4). Needs for standards
was one of the main issues that came up here. So, there must be at least some urgency and/or high
expectations of impact having such a standard available
page 8
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-

Unfortunately, the number of experts for each topic was low and therefore the amount of collected
information limited

Following the testing by TNO based on the Brussels workshop items, other ‘top items’ (as stated in D5.2)
were divided between ResiStand partners to be tested through the RAF as well. The purpose of this was
twofold; on the one hand this would lead to information in terms of impact, urgency and feasibility of these
items, necessary for the roadmap development in T5.3, and on the other hand it would provide us with
experience of using the RAF and make revisions based on this experience.
Our conclusions can be summarized as follows:
-

-

-

-

It was quite difficult to perform the testing of the RAF as the amount of available information for
each potential standardisation item was too limited. It shows that real experts are needed to fill in
the RAF to get a solid, objective result
Some tabs were more focused on building a standard and some were more focused on the
application of a completed standard. It needs to be clear at what stage the RAF will be applied so it
is consistent
There is a high number of questions. Filling in all the questions costs some time – people need to be
prepared to schedule sufficient time to complete all necessary questions
The RAF might work best as a multi-stage process once at initiation and again in the drafting of the
standard's content - it would be a useful tool to help users think about key issues in the standards
development
In terms of the questions with respect to ethical, societal and legal issues (listed in deliverable D1.3),
these may be difficult for people with limited expertise and knowledge of these issues
Urgency cannot be evaluated by one party (initiator) since the initiator might be inclined to evaluate
it as (very) high
Feasibility: most of these questions are focused on the development process which comes after the
first phase of evaluation the standardisation idea. Therefore, these questions can be better asked
not in the first phase but at a later stage in the process

3.3.2.3 CEN/TC 391 members
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During the Dublin workshop, the RAF was tested as well. Here, three potential standardisation items were
chosen by the workshop participants, see Annex 2 for the agenda of the workshop. Each one served as a RAF
‘test case’. One item (3.4) was taken from the list of potential standardisation items as outlined in Annex 1,
the two other items were proposed by the participants themselves as they felt more connected with that
specific topic. For each item the ResiStand Assessment Framework was filled in as thoroughly as possible. The
following sub-sections summarize how the workshop participants experienced the ResiStand Assessment
Framework by using a standardisation ‘test case’. Thus, here we focus only on the usefulness of the tool,
rather than the results that are generated in terms of urgency, expected impact and feasibility, as this is
already being covered in D5.3 [8].
The comments that were received during the application of three test cases can be summarised as that the
ResiStand Assessment Framework is a well thought out assessment tool, but the number of questions may
be somewhat reduced, and the user friendliness need to be improved. For a detailed description of the
feedback please refer to Annex 3.
3.3.2.4 RAF 2.0 Structure

To address the issues that came forth out of the different ‘testing moments’, a revised RAF 2.0 was created
as described in D5.3 [8] – Annex 2. Especially the problems encountered with its user unfriendliness have
been tackled in this new version. Instead of filling in the whole extensive excel sheets with its multiple tabs,
TNO suggested a three-stage approach for filling in the RAF. Please find a short explanation of the RAF 2.0
below.
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Intake
Impact -

Practitioners

Impact -

Industry&Research

Ethical & Legal
issues

Feasibility
URGENCY

IMPACT

FEASIBILITY

Assessment overview
Figure 3: RAF 2.0 Structure
The basic idea of the new structure is to introduce the following 3-stage approach for filling in the RAF:
•

Stage 1: Filling in the Intake which is quite similar to the current RAF-Lite; there are a few additional
data in the Intake-tab, which provides – among other things – insight into the URGENCY aspect of
having the proposed standard available, and some first textual information on the potential impact
for stakeholder categories;
• Stage 2: Filling in the Impact-tabs (Practitioners, Industry & Research), which at the end provides
more detailed insight into the IMPACT aspect [we could finish this stage with a 2-dimensional
picture showing Urgency / Impact];
• Stage 3: Filling in the new Ethical & Legal issues-tab (that will consist of the ELSI questions that have
been rephrased by TRI), and the Feasibility-tab once you have a team of initiators and a group of
supporters, etc. which will lead to the assessment of FEASIBILITY / i.e. the current Assessment tab
and its current picture.
Note: If urgency and impact are low (or unknown) users, it has no use to enter stage 3.
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Furthermore, the number of sheets and the number of questions will be reduced.
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Conclusions and Recommendations
Task 6.2 was mainly dealing with the evolvement of the RWC and the RAF, as both tools perform an essential
function within the ResiStand Process. What follows are some general conclusions derived from the previous
chapters.
-

-

A continuous development of the tools was managed by the project consortium
All stakeholder groups were activated, involved and consulted in different occasions (such as
workshops) to test the tools. This was crucial, as it is envisaged, that all stakeholder groups should
be working with these tools in the pre-standardization process
Concern in general is how to ensure the future use and applicability of these tools (need to be
promoted – part of process task 6.1 and implementation task 6.3)
Ownership of the tools: especially for the RWC it is highly important to ensure its topicality. In
addition, it would need to be reviewed who is checking the newly added initiatives to ensure the
quality of the catalogues.

It was furthermore found that the CEN/TC 391 members are facing the same or similar constraints as
identified by the ResiStand team regarding the activation of participants from different stakeholder groups,
as well as for identifying and processing the needs. During the Dublin workshop some initial ideas were
mentioned on how to overcome these:
-

It might help if the standardization world organizes workshops at existing first responder events
(e.g. conferences) as the target audience attends those events
Standards could be applied in case studies and the results made accessible for the public
To get more people interested to participate in expert working groups the benefit of access to
international expert networks should be emphasized.
More standards could be connected to national/European regulation to "force" implementation and
participation
Standardization and the value of application and participation could be integrated on all levels of
education, as well as in all research projects in the EU
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More work and processes will have to be implemented to support these ideas, the same counts for previous
recommendations that have been outlined in D5.1 [6]. In addition to the processes that need to be
developed, the ownership of those, as well as broad support and implementation mechanisms need to be
ensured. The ResiStand Process will try to further elaborate on these ideas resulting in a pre-standardization
process that aims to overcome the identified weaknesses.
When it comes to the tools, the RWC will be further adjusted based on the comments that are mentioned in
chapter 3. The RAF 2.0 on the other hand, has managed to solve most of the issues that were outlined in
chapter 3. Both tools have the potential to be of great value in the pre-standardisation trajectory, but only
when the necessary conditions are covered (i.e. involvement of experts), this is one of the remaining issues
that will be addressed in T6.1 and T6.3.
Thus, task 6.2 can be seen as an interim step in the project, providing feedback and input for several other
tasks. The results and the tools will be further used in task 6.1, the ResiStand process. It is planned, that the
RWC and the RAF 2.0 will be part of the process itself to better structure and support the preparation of the
potential NWIP. Furthermore, based on the roadmap results from D5.3, one of the ‘top items’ has the
potential to be further developed in collaboration with the particular TC or WG. This, together with the
page 11

I NCREASING DISASTER R ESILIENCE THROUGH S TANDARDISATION

ResiStand_D6.2_Testing-the-Process_v06mh30122017.dotx

concerns raised related to the ownership of the process and the tools, will be further addressed in Task 6.3 in
which the project consortium will develop different possible solutions.
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Annex 1

Results from SAG questionnaire

Results of the questionnaire on the
ResiStand Assessment Framework (RAF)
(23 June 2017)
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Prepared by Dirk Stolk, TNO, Netherlands

dirk.stolk@tno.nl

The questionnaire concerned the use of RAF 1.0, the RAF version that is described in deliverable D1.3. It was
conducted in June 2017, and has been completed by six persons. The six respondents (R1-R6)
-

Come from four EU member states, an EU institution, and a UN institution
Concern two end-users, one SME, two policy makers, and one standardisation body

Various comments have been processed in the updated version of the RAF.
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GeneraI questions
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Question 1.1
Is the meaning and the overall set-up of the RAF clear to you? Please, explain your answer.
R1

It is clear and I do believe it is a really good idea. It reflects the approach followed during the Rome ResiStand
meeting, so it is visible a “fil rouge” clearly connecting all the project phase.

R2

Yes, but I am a Dutchman and therefore I am familiar with the terminology used by civil servant officers! I am
not sure if all EU member states would have same understanding of the terminology used at the level of first
responders and national policy makers.
In the UN system the language level used between officials sounds a bit quaint due to use of, non-everyday
words. However, it deliberately has a narrower bandwidth. The use of different terminology is limited to uses
less diversity in the jargon terms (example “capacity building” is well known and used for all kinds of things,
such as building schools (development aid), waterholes (– agenda: SDG development towards millennium
development goals) or installing toilets (- improvement of sanitation at the level of rural areas). Therefore, this
simplified language requires more description. This is not the same as plain language, but uses less variety in
abstract terminology (societal potential).
Example: Increasing involvement of society (building on societal potential) Sheet 2 - In the more narrow civil
servant bandwidth this could be phrased as increasing involvement of different actors in society who by
working together on crisis mitigation could increase their skills to learn from each other and to work together.

R3

In general, yes. In detail:
I don´t understand correctly who is going to benefit from this RAF? Organisations well aware of the
standardization possibilities and processes (i.e. SDOs) may benefit more than organizations starting
from the scratch, like SME. The target group/main user should be clearly expressed.
Who is going to implement/maintain this assessment framework? CEN, SDOs, others?

R4

Yes, the RAF is clearly articulated, comprehensible and framed with appropriate technical terminology. The
Executive summary introduces the reader to the core meaning and the following chapters. The set-up is
structured in such way so that the logical sequence guides ergonomically the reader to proceed to the next
steps without losing in traceability neither in crosschecking. Moreover the diagrams and the flow charts are
very supportive in the visualisation of meanings and steps.
The prediction of a mechanism for the continuous improvement and updating for the next years (in parallel
with the platform and the projects' content) would be optimal. If research could explore its exploitation at
Member State level, it might be included as a part in a regulation or recommendation in the near future.
Principles related to disaster resilience, mitigation, preparedness, response and recovery are sufficiently
documented. Ethical, legal and social issues are rationally highlighted.
Last but not least issues like "follow up difficulties" should be discussed and investigated in a more detailed way.

R5

No. I do not understand why this assessment is undertaken noting that:
an ISO TC on “Security and resilience” (ISO TC 292) has a wide range of standards that help strengthen
communities’ resilience to hazards;
the international community has published and is currently revising the “Sphere” standards relevant
to life-saving areas of humanitarian response;
Europe is a strong partner in the United Nations Sendai Framework for Action for Disaster Risk
Reduction (SFDRR) and the SDGs of Agenda 2030.
Based on the Vienna and Frankfurt agreements, it is essential that Europe pulls its weight in the development of
international standards, rather than developing its own homegrown suite. This is especially true in an area
where there does not seem to be any “European specificity” while duplication and fragmentation of efforts can
contribute to increase injuries, fatalities, economic losses, and environmental damage. Therefore, the
assessment should include:
questions related to participants’ awareness of existing international standards and their relevance;
gaps currently not covered by international standards;
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R6

relevance of the standards in the context of the SFDRR.

Yes. Standardisation in disaster management, especially in a multinational environment can bring added value
for services in all phases of the disaster management cycle.

Question 1.2
Is the approach (RAF, including the guideline and the information provided in) useful for pre-assessment
purposes? Please indicate why.
R1

Yes. It should be tested with real cases, but the first impression is very good. Every sheet seems to provide a
specific set of information useful to (pre)assess the proposed standard.

R2

Yes, but you have some good graphics to illustrate the project in all its complexity which can enhance the
introduction part on your website. Example partner network graphic on advisory groups and partners. Perhaps
a link?

R3

Yes, assuming it is made for SDOs and standardisation experienced users. RAF provides some very relevant
points that need to be considered and thought of in terms of initiating standardization documents.

R4

Yes, it will be considered useful for pre-assessment purposes similar to the philosophy and practice for EN/ISO
MSS and the PDCA cycle (Plan Do Check Act). As a pre-assessment tool for those who will undertake the
customisation and implementation phase in an organisation either to those ones who will run internal audits.

R5

No. It would be far more useful for the organizations to use an approach based on existing international
standards, in particular ISO 31000, as adapted for use by national and local authorities on the basis of the work
of the United Nations Economic Commission for Europe. Such an approach is informed by the guiding principles
of the UN Agenda 2030 and the SFDRR. For further details, see: “Risk Management in Regulatory Frameworks:
Towards a Better Management of Risks” (UNECE, 2012) / http://www.unece.org/index.php?id=31684&L=0

R6

I have no opinion yet. It should be tested during a table top and later on during large field exercises. There are
many different national methodologies of assessment, as well multinational like UN’s 3 Levels system of
disaster. So, I do not know whether this new one will be useful.

Questions w.r.t. sheet 1. Intake
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Question 2.1
Are all questions in this sheet clear to you?
R4

Yes, the content of Intake is sufficient and understandable. The intake concerns an overall description of the
proposed standard and the involved stakeholders as well as a check on the consideration of several essential
prerequisites related to ethical, legal and social issues.

R5

Yes, but I don’t understand how the principles have been chosen.

R6

No. If I have to search in other documents like “Type of standard (select one option from ISO/IEC Guide
2:2004)”, I will be sceptic to fill in the forms. It should support, not create additional paper work.
The definition “Crisis management in Europe” is too large. What does it cover exactly? Rather this is response
organisations.

Question 2.2
Do you want to add questions in this sheet?
R2

A question asking the input provider which topics of ResiStand they are most familiar and another question
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asking which topics they are least familiar with. Reason is this takes knowledge bias into consideration. Not
everyone in some cultures are happy to leave a form blank and may just be guessing.
R4

Regarding the field of "Type of standard" the sheet similar to the RAF is including the types of standards
according to ISO/IEC Guide 2:2004.
Has the possibility of including classified category of standards been investigated? Principles of
http://www.consilium.europa.eu/en/general-secretariat/corporate-policies/classifiedinformation/H2020 Guidance — Guidelines for the classification of information in research projects:
V2.1 – 26.10.2016
https://ec.europa.eu/research/participants/data/ref/h2020/other/hi/secur/h2020-hi-guideclassif_en.pdf

R5

Add the following questions:
What is your knowledge of ISO 31000?
What is your knowledge of the SFDRR?
Does your organisation participate in the activities of ISO TC 292? If not, why?

Question 2.3
Do you want to skip questions from this sheet?
R6

No opinion.

Question 2.4
Do you have any additional comments related to this sheet?
R1

Please clarify how you have selected the principles (dignity, …) and the possible legal bases.

R2

Proposal Sheet1.1 Cell B10 Objectives that one wants to achieve by having this standard could be made more
focused on output: intended impact and objectives by having this standard. Motivation: the politically
motivated secondary standpoints of stakeholders which could be entered here.
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Proposal Sheet1.2 Cell C13 European (free text): Make this a forced choice (dropdown list) as this cell has large
influence on scope in the assessment phase. The point is there are national regulatory frameworks which
determine scope on the one hand, but open/porous borders and global travel considerations on the other hand
Motivation: international dimension is very subjective to political standpoints of the author: European includes
Russia, Ukraine, Switzerland Caribbean islands? This as opposed to a choice of EU, EU + travel border-associated
countries , MENA countries or simply European subcontinent and affiliated. Perhaps it is easier to put the cell
“involved countries” closer to this regional question.

Questions w.r.t. sheet 2. Disaster types
Question 3.1
Are all questions in this sheet clear to you?

Question 3.2
Do you want to add questions in this sheet?
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R2

An open question if the responder wants to add something which is not on the list.

R4

Has the possibility of including subcategories in the technological disasters category been investigated? For
example Refugee and/or Migration as resulted of complex emergencies/conflicts (e.g. wars etc.).
Investigate the inclusion of CBRNE accidents or manmade disasters as a separate subcategory.

R5

Do you think that different standards should be developed for different hazards? Why/Why not?

Question 3.3
Do you want to skip questions from this sheet?
R6

Yes. Intentional disasters: in my opinion natural and technological or manmade is enough. Other like
cybercrime, even at a large scale, is not a disaster. What is the difference between a CBRN technological
disaster and a CBRN attack for responders and procedures, just in first stage? There is no difference between a
terror act at a water dam and a technological disaster at this same object.
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Question 3.4
Do you have any additional comments related to this sheet?
R1

There could be a serious problem of wording here. Not all the organizations involved in disaster management
and resilience adopt the same vocabulary, on the contrary there is nearly a single vocabulary for each and every
organization. The list of disaster should be more detailed, i.e. it is better to explode, for example, the term
“geophysical disasters” listing all the disasters as a single row. Avoid categories, sometimes they could be tricky
(think about NATECH). Just list down all the detailed disaster types.

R2

Proposal Sheet2.1 Cell c23: Technological disasters: Perhaps unprecedented to date, but already highly
relevant in scientific discussions (Oxford) or Internet of Things (IoT) fora: an unintended / unforeseen
spontaneous “breakout” or malfunctioning of large collaborating Artificial Intelligence or deep learning systems
(example driverless transport, elevators, dams, or crop spraying drones or load carrying drones). This would
require separate mitigation strategy compared to intentional attacks using the same vectors. A large problem is
to overcome the product liability and Intellectual property issues of the system manufacturers in absence of an
overriding terrorist legislation which forces the system manufacturers to release their codes and collaborate to
a solution.

R4

As in Q.3.2: Technological or man-made hazards (complex emergencies/conflicts, famine, displaced
populations, industrial accidents and transport accidents) are events that are caused by humans and occur in or
close to human settlements. This can include environmental degradation, pollution and accidents. There are a
range of challenges, such as climate change, unplanned-urbanisation, under-development/poverty as well as
the threat of pandemics that will shape humanitarian assistance in the future. These aggravating factors will
result in increased frequency, complexity and severity of disasters.

Questions w.r.t. sheet 3. Trends
Question 4.1
Are all questions in this sheet clear to you?

Question 4.2
Do you want to add questions in this sheet?
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R2

Proposal Sheet 3.1: add Increasing or existing dependency on crucial imports (raw materials, energy water,
etc.). An energy crisis in Greece for example may be caused by a disaster in Turkey or Syria.
Proposal Sheet 3.2. Cell B28: Increasing importance of social media. This is a concept that has different
meaning in a society typical of high freedom, high economic standard with strong rule of law. It is the more
fragile state environments that disaster resilience really counts.
Please do not forget the other side: Government censorship, propaganda, unwanted stalking, surveillance
hacking, fake news):
Increasing importance of social media to provide reliable information
Increasing importance of social media as a reliable means of interpersonal communication
However do not expect the same kind of answers if you are polling public sector or private sector participants.

R4

In the category of "Crises and disasters": consider the inclusion of subcategories like in Q.3.2, Q.3.4.

Question 4.3
Do you want to skip questions from this sheet?
R2

Question in Cell C35 Technical trends: Progress in surveillance, including unmanned vehicle technology. As an
example: consider you are a respondent in the Pakistan water authority. UAV technology from foreign countries
is a constant major threat from above in the distant skies. This is seen completely different from the perspective
of a questionnaire responder in the USA working for DHL logistics would see this. Within the EU you could
consider Hungary, Slovenia or Lithuania versus the UK and Germany.
This question is phrased as a double sided coin:
Progress by the government to control society to obtain political stability and uniformity, and
Progress by institutions to protect against disasters to society (see above at Q4.2.)
So, I suggest the whole section is rephrased into several questions focusing on different technology trends and
the word progress (developments).... and surveillance are made explicit (surveillance of what by who)!

Question 4.4
Do you have any additional comments related to this sheet?
R1

My suggestion here is related to the way of presenting the questions. I would first of all ask about “hazard
trends” (crises and disaster, technical trends), then about vulnerability and finally the way the risk is supposed
to be faced (disaster resilience and crisis management).

Questions w.r.t. sheet 4. Impact practitioners
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Question 5.1
Are all questions in this sheet clear to you?
R2

Yes, but some more work needs to go in this part. My suggestion would be to emphasise the time line more:
preparedness – early warning – crisis – mitigation – damage control – recovery – post crisis repairment –
lessons learned – improvements in resilience.

Question 5.2
Do you want to add questions in this sheet?
R2

Yes, but some more thinking has to go into this too. A disaster does not affect everyone in a region or country
equally. Those in the same region, country or area who are not affected directly will be affected indirectly
(example: flooding in Zeeland (NL)). if anything then a country of which the disaster fund is overwhelmed will
page 19

I NCREASING DISASTER R ESILIENCE THROUGH S TANDARDISATION
have to free up budgeted money from other (perhaps unaffected) areas. Governments rarely have a political
process to do this systematically. So, they have to spread the burden of the crisis to unaffected areas of society
too. That is why the recovery part of this section has two aspects at different times. During the crisis (to
mitigate and minimise damage), during recovery and during the recovery post crisis situation. Example for case
study: Japan Tsunami crisis. Or fall of Berlin Wall (crisis in Eastern Europe 1989).
R5

Add the questions: Do you think that different standards should be developed for different practitioners?
Why/Why not?

Question 5.3
Do you want to skip questions from this sheet?
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Question 5.4
Do you have any additional comments related to this sheet?
R1

1) Mitigation - Risk Assessment: I would add all the risk phases, e.g. risk avoidance, risk mitigation (see ISO
31000)
2) Preparedness - Supporting Tasks - Personnel: in my opinion it is very important to stress the importance of
establishing the role of Disaster Managers, i.e. professionals speaking the same language with a common
background, both academic and from their experience and soft skills. So I would add this words (or similar) at
the end of the first phrase: “…and recovery tasks, that is establishing the role of Disaster Manager
professionals”
3) Response - Disaster area clearance: I would clearly refer to “immediate activities related to Disaster Waste
Management” instead of Debris clearance (too limited, not holistic)
4) Recovery - Operational Tasks: I would clearly refer to “dealing with mid-term and late activities related to
Disaster Waste Management” instead of a generic “…dealing with waste”

R2

How to communicate (public affairs) between the crisis-affected and the non-affected within one ecosystem?
An example: shortly after or even during the terror attacks in the UK sees the press working constructively with
authorities to subdue the fear factor in the general public. This reduces secondary costs to society to a very
large extent (example: tourism) . This kind of cooperative relationships has to be built up well before the crisis
emerges.

R4

In Practitioners' perspectives coping with disasters brings consequences that they could better cope with the
workload and burnout symptoms.
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Questions w.r.t. sheet 5. Impact industry & research
Question 6.1
Are all questions in this sheet clear to you?
R2

Yes, but I have a new business development background in private industry. Please, do not use the word profit
as such (association with profiteering or benefitting from death and destruction). Business opportunities is plain
and simple.

Question 6.2
Do you want to add questions in this sheet?
R2

A question on opportunities for new product development or development of new service types (as opposed to
new markets for similar products). Do existing standards meet requirements? For example, test standard for
civilian gas masks exist and are well designed for industry to design products such as gasmasks for use in civilian
crises.

R3

Line 20 ff.: How about knowledge transfer?
I am not sure that each function etc. is covered at the moment. Therefore, consider to add a field “others” to
each section below Line 25.

Question 6.3
Do you want to skip questions from this sheet?

Question 6.4
Do you have any additional comments related to this sheet?
R2

You could ask an open question what kind of data a respondent would like to have available to be able to
benefit or to act on opportunities which they do not have now. Example: a low cost gas mask supplier focused
on industry BHV (fire brigades of companies) markets, considering to enter the private household market would
like to see statistics which fire brigades have on number of citizens in households, and be able to correlate this
deaths caused by asphyxiation or suffocation in fire. Such data are not easy to find as there is no market study
one can buy because no one has done it yet.
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Questions w.r.t. sheet 6. Feasibility
Question 7.1
Are all questions in this sheet clear to you?
R1

Yes, except for “Drawbacks and Constraints”. “Drawbacks” for its meaning in this context, the second because it
is not expressed in any of the following rows.

R2

Cell C21 “Costs of development”: the dropdown list could be more explicit (cost ranges or brackets). Otherwise
the answers are meaningless as everyone has to work with budgets and this is a non-budget, new issue.
Therefore, what is high or low depends on the different responder’s business or organisation income.

Question 7.2
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Do you want to add questions in this sheet?
R2

Drawbacks of societal cost factors obtained? (e.g. more surveillance for safety versus less privacy for citizens)

Question 7.3
Do you want to skip questions from this sheet?

Question 7.4
Do you have any additional comments related to this sheet?
R1

Cost of Development: it should be expressed in money, otherwise it is too relative, not useful and generic (i.e.
what is low for me could be very high for you, and vice versa).

R2

This should be carefully looked over!

R3

In line 29 a “p” is missing in development.

Questions w.r.t. sheet Assessment overview
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Question 8.1
Is the information provided in this overview clear to you? Please, explain your answer.
R2

Yes, but I am a bit disappointed to see the way the major outcome the Industry suppliers are presented (at the
bottom-right). The term innovation image is perhaps meant well but I believe that only very large corporations
with strong exposure to volatile daily trading in stock markets could benefit from innovation image. The private
sector is where most of the money can come from to fund all this crisis mitigation (direct via funding , products
or indirect via taxes to government).
This section also mentions benefits to industry & R&D using non-financial relevant terms such as: moderate
effect on procurement/suppliers, or high level of interaction with public stakeholders regarding compliance
with regulations. What are the tangible and non-tangible benefits in the language of business?
Profit is not appropriate here. To an industry person profit = income minus fixed and variable costs minus taxes
of the whole business(unit). Maximising profit is a term used by macro-economists to describe driving forces in
business models. An industry supplier thinks in terms of Return on Investment, R&D efforts, lower operating
costs, or increase in turnover, new products, increased growth of sales or new business opportunities.
Note: Standardisation is important for industry but in order to get cooperation from industry one should speak
the language of industry!

R6

The idea is good, but I do not know whether a respond organisation would like to change their own current
methodology.

Question 8.2
Do you understand the results that are presented, and how they have been derived (see guideline, ch.4 )?
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Conclusion
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If you have any other comments you would like to provide, please, do so here:
R2

Compliments with work done so far and good luck with this worthwhile project!

R3

Suggestion to explain the assessment scales and options a bit more in detail. What is meant by each dropdown
option? What´s the difference between “moderate” and “limited” etc.? This might improve comparability and
repeatability.
More formal: take care of consistent upper- and lower case.

R5

As explained above, I do not understand the logic of homegrown European standards in this area. An ISO TC on
“Security and resilience” (ISO TC 292) has a wide range of standards that help strengthen communities’
resilience to hazards. The international community has published and is currently revising the “Sphere”
standards relevant to life-saving areas of humanitarian response. Additionally, the ISO 31000 offers a wide
platform for the management of all types of risks. The ISO 31000 framework is the core of the work on risk
management regarding regulatory frameworks that has been undertaken by the United Nations Economic
Commission for Europe since 2009.

R6

Nice project. Nice idea for development, my advice is to present it in DG ECHO or ECSS of UN OCHA.
It would be good to have time during a workshop or conference for filling in this questionnaire forms after initial
presentations of the idea.

R7

I have well received your emails, but for me it would take a long time to answer carefully to all your questions.
Because I have to think about and work seriously to deeply analyse which has been done and what could be
improved. I could answer quickly but it is not the objective. I tried, but it takes too much time. Globally, I
appreciate this questionnaire and the existence of such a RAF but I cannot go further to investigate and propose
inputs at this stage.
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Project Contact

GEOWISE Oy, Mr. Pertti Woitsch, Rälssitie 7 A, 01510 Vantaa, Finland

ResiStand Project
Standardisation is a powerful tool to achieve better interoperability. However, it needs to overcome a lack of
interest and modest participation from stakeholders. Also, promising research results are not always used as
the basis for new standards.
The overall goal of ResiStand is to find new ways to improve the crisis management and disaster resilience
capabilities of the European Union and individual Member States through standardisation.
ResiStand contributes to improved disaster resilience by identifying and analysing the drivers, constraints and
expectations of three main stakeholder communities: Standardisation Organisations, End-Users and
Suppliers, consisting of researchers, industry and SMEs.
Based on this information, gaps in standardisation are identified and a prioritised roadmap for new initiatives
will be created. The roadmap will be complemented by a critical evaluation of standards as a tool to improve
disaster resilience.
ResiStand aims at implementing a pre-standardisation process that supports the development of standards.
The feasibility of the process will be tested by developing a new work item. The aim is that stakeholders will
continuously utilize this “ResiStand Process” in the future, and that the project delivers a better
understanding of the potential of standards for contributing to an improved disaster resilience.
ResiStand will support the management of increasing threats to society such as armed conflicts, terrorism,
pandemics and natural disasters, which have increasingly cross-border, even global consequences due to the
on-going globalisation.

ResiStand_D6.2_Testing-the-Process_v06mh30122017.dotx

Protection of citizens through anticipation, preparedness, response and adaptation to crisis situations – i.e.
maintaining disaster resilience – will be more efficient. Collaboration between national, European and
international stakeholders will be improved by unified processes and management systems as well as by
technical, procedural, operational and semantic interoperability.
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Workshop Agenda
ResiStand Workshop on the pre-standardization process and further
development of potential standardization items
November 8, 2017
NSAI
1 Swift Square
Northwood, Santry
Dublin 9
09:30 - 10:00 – Welcome with coffee and tea
Part 1: ResiStand Process

10:00 - 11:30 – Opening and introduction of WP6 – Towards a sustainable process (V. Pfau & M. Haverhals)
Here, the steps envisioned for the (pre-standardization) ‘ResiStand Process’ will be presented and discussed.
Part 2: Potential items for standardisation

11:30 – 12:15 – Discussion on the list of potential standardization items, and choose 1 or 2 for the afternoon
session (M. Haverhals)
12:15 - 13:00 – Lunch
Part 3: Further development of standardisation items

13:00 - 16:00 – Divide into smaller groups to further develop one of the items based on the RAF (Lite)
Part 4: Conclusions of the workshop and next steps

16:00 - 16:30 – Central discussions & conclusions
16:30 - 17:00 – Closure of the meeting (M. Haverhals)

Part 1: ‘ResiStand Process’

ResiStand_D6.2_Testing-the-Process_v06mh30122017.dotx

a.

Stimulate input: many people/organizations are not aware of standardization. Which methods can
be developed to get stakeholders involved (i.e. set up practitioner groups, communicate ‘success
stories’ etc.), what are the biggest barriers and constraints? How to make standardization more
accessible, and for whom?
è See D3.3 - Chapter 4: Drivers and Constraints analysis (esp. 4.1.4).
http://www.resistand.eu/deliverables

b.

From ‘need’ to standard: search web catalogue that contains a dynamic list of gaps and available
standards to assess whether your need is already being addressed in a standard, if one should be
revised, or if a new standard should be developed.
è Web catalogue will be shown
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c.

Fill out ‘ResiStand Assessment Framework’ (Lite): provide more information on the possible
standardization item by answering a questionnaire.
è See D1.3.: http://www.resistand.eu/deliverables and a blog article on the RAF:
http://resistand.eu/content/raf-–-resistand-assessment-framework

RAF Lite questionnaire:
1.

Who is proposing this standard?
a. Organisation / project and stakeholder category
2. What is the title of the proposed standard?
3. How would you describe the scope of this proposed standard?
a. This standard defines …
b. Give 2-3 examples
4. Who is going to use the standard?
5. What is the expected benefit of the standard and to which stakeholder categories?
a. Industry
b. Research
c. End-users
d. Policy makers
6. What are the expected barriers and constraints for the development of the standard?
7. Which stakeholders should be involved in the development process of the standard?
a. First responders
b. Governmental organisations
c. NGOs
d. Industry/SMEs
e. Consultancy
f. Research
g. Standardisation bodies
h. Others
8. Who should be leading the development of this proposed standard?
9. When do you need to have the proposed standard ready to use? Explain why.
a. Yesterday
b. Within 1 year
c. Within 2 years
d. After more than two years
10. Does the standardisation initiative comply with certain policies? If so, please, explain which and
how.
11. Is there any other relevant information you want to provide?
Flowchart: use a flowchart to see where to ‘locate’ the standardization item and what would be the
best way to move forward (i.e. more information needed, connect to existing TC, write NWIP etc.)
è Under development
ResiStand_D6.2_Testing-the-Process_v06mh30122017.dotx

d.

Part 2: Potential items for standardisation
In WP 5.2, a total of 17 top items for standardisation were identified (outlined below). The aim of WP 5.2
was, as a first step, to identify gaps in the standardisation funnel consisting of already published standards,
work items under preparation and planned new work items. The gaps are identified by matching the data
received from WP3 (needs for standardisation) with WP2 (available and planned standards).
The second step of 5.2 was to identify potential standardisation items. The potential standardisation items are
identified by matching the identified gaps from the previous step with input on available solutions and
standardisation opportunities from WP4. This gap analysis and initial identification of standardisation items is
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an essential part of the ResiStand Process as presented in the figure below. The red circle captures the first on
the gap analysis, the yellow circle captures the second described step on the identification of potential
standardisation items. à See D5.2: http://www.resistand.eu/deliverables

List of potential items for standardisation:

ResiStand_D6.2_Testing-the-Process_v06mh30122017.dotx

NR

Title

Gap

Description

Thematic Areas

ID

1

MT -02

Socio-technical gap

Socio-technical gap
between research
and real operational
environment

A standard is needed to solve Socio-technical issues
to implement R&D projects (ie. FRONTEX) Border
control in migration crisis. The applicability and
feasibility of the proposed solution (as result of R&D
project) in real-world scenarios is low. There is a gap
between research and real operational environment.

Legal / Social issues

2

MT -14 /
MT-15

Risk assessment
approach for CI

risk assessment
approach for CI

Standard risk assessment approach for cross-border
strategic infrastructures. In the "resilience context",
acc. To the results of the newest research in the DRS
project this world correspond to the phase 1 of the
resilience cycle ("understand risks" - see e.g.
http://www.smartresilience.euvri.eu/sites/default/files/publications/SmartResD1.2.
pdf) and would primarily concern the poorly known
or even unknown threats ("emerging risk") exposing
the CI to the new type of risks - for which the CI can,
in the worst case, be poorly prepared or even
unprepared. The process of acquiring and evaluation
of data, as well as the process of risk "maturation",
should be standardized respecting the boundary
condition resulting from approaches in ISO standards
such as 31000,31010, etc...

Common
procedures

3

RSP – 30
/ PR - 24

Standardized
situation report

Standardized
situation report

The organisations have different ways to report
critical situations. It's a matter of data collection and
loss of time in the data homogenization process: both
goals (improved reporting and optimized data
collection), as well as further possibilities to compare
reports (benchmarking, also internationally), can be
achieved better if common resilience indicators,
possibly agreed on a longer, international scale are
achieved and included into the "situation reporting".
Apart from the standardization of indicators included
in the reports (cf. the international GRI system Global Reporting Index, www.globalreporting.org)

Data sharing

page 28

I NCREASING DISASTER R ESILIENCE THROUGH S TANDARDISATION
Title

NR

Gap

Description

Thematic Areas

ID
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also the methodology for their definition and
reporting should be standardized.

4

PR - 63

First responders

a) certification
systems for training
in crisis
management
(generally) and
protection against
CBRN (specifically)
b)
Categorization/level
s of preparedness

There is an absence of common certification systems
for training in crisis management (generally) and
protection against CBRN (specifically). Beside this,
there is no mechanism of mutual recognition of
certificates across the EU countries. As a first step, to
overcome this gap, Standards for different level of
preparedness should be developed.

Training and
education

5

PR - 01

Casualties
registration

Common and
standardized
template for
casualties’
registration

A standard methodology to register casualties during
mass casualty incidents is needed. Currently, each
country and each organization has its own procedure
to register casualties (collected data, data format,
type of database -paper/computer- etc.). Such an
approach complicates cooperation and makes it less
effective.

Data sharing

6

MT -10 /
MT-08

Debriefing processes

debriefing processes
after operations,
also to optimize
lessons learned

A standardized debriefing plan before the event
occurs is needed. Several experts noted that
debriefings after an operation is often lacking. This
must be conducted more systematically in order to
improve the implementation of lessons learned.

Best Practice
sharing

7

MT -21

Cyberattack
vulnerability metrics

Cyberattack
vulnerability metrics

Cyberattack vulnerability metrics are not defined as
standard which would be needed to have a common
understanding about procedures and protocols.

Common
procedures

8

PR - 03

Standard exercises
evaluation

Standard exercises
evaluation

Currently, trainings are regularly executed by first
responders but there’s a relevant lack of evaluation
methods that clearly state the success and failure
rates of their exercises. This would make it easier to
compare, improve and learn.

Training and
education

9

PR – 10 /
PR – 50 /
RSP - 64

Definitions for
disaster
management

Common
terminology
including definitions,
codes, symbols and
user interfaces

Definitions, such as e.g., “what is resilience” should
be discussed. There's the real need to make sure to
avoid misunderstanding and have a common
meaning. The result of this process would be that
every incident commander would speak the same
language.

Common
terminology

PRACTICE points on the iconography and the
possibility to establish a common approach in
designing codes and symbols easy to understand by
both security specialists and by the public. The same
applies also to defining user interfaces (e.g. graphical
functions, icons, colours etc.) standardized across
member states and regions, thus improving the
understanding of the emergency situations. This must
be accompanied with the definition of common
cartographic projections, descriptive tags and icons,
labelling, others. Several research initiatives are
taking place to harmonize the symbols: INDIGO- FP 7
research project D-BOX and IFREACT.
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NR

Title

Gap

Description

Thematic Areas
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ID
10

RCV - 06

Disaster
management
evaluation
methodology

Disaster
management
evaluation
methodology

A standardized crisis management evaluation
methodology is needed in order to support and easily
exchange the lesson learned and best practices..

Best Practice
sharing

11

RSP - 02

Dependencies
assessment
supporting tool

Dependencies
assessment
supporting tool

A standardized dependencies assessment supporting
tool is needed in order to have a common and shared
methodology to evaluate
natural/technological/intentional disasters
consequences thus facilitating communication and
cooperation among disaster management actors. It
could be proposed as an open platform dedicated to
CI Operators, Civil Protection and Emergency
agencies.

Common
procedures

12

RSP - 07

Common equipment
specifications

Common equipment
specifications

Establishing at European level the characteristics of
different equipment for a specific crisis - means
having the same standard specification for the same
equipment and that the specification of the
equipment is recorded in the same way. This will
improve significantly the international
interoperability.

Equipment

13

PR - 49

Next Generation 112
(NG112)

Next Generation 112
(NG112)
implementation

"The EC should, at earliest opportunity, mandate the
Standardization Development Organizations to
provide an approved standard for NG112
implementation."

Common
procedures

14

RSP - 47

Equipment hospital
emergency

Equipment for inhospital and out-ofhospital emergency
services

Minimum standards Equipment for in-hospital and
out-of-hospital emergency services
From WHO (Regional office in Europe): inadequacies
at Emergency Medical Services in Europe due to a
lack of standardization; minimal standards are
required.

Equipment

15

RSP - 53

Organisation shelter
supplies

deepening the
issues of
a) organization of
shelter supplies
b) development of a
safe return plan
in ISO 22315

The organization of shelter supplies as well as the
development of a safe return plan has been
described in ISO 22315 "Societal security — Mass
evacuation — Guidelines for planning" briefly. A
following Standard deepening these issues could be
helpful.

Common
procedures

16

RSP - 74

GIS standards

(GIS) standards for
use in buildings and
underground
systems

Geo-localization (GIS) standards for use in buildings
and underground systems to facilitate First
Responders intervention. It concerns two standards
(how to implement technology, such as the use of
radio wireless communication protocols, and how to
acquire the geo-localization information).

Data sharing

17

RSP - 82

Digital information

acquiring digital
information from
victims/public and
sending it to the
whole command &
control system

Standardize the way of acquiring digital information
from victims/public and sending it to the whole
command & control system (it may include
developing a common ‘victim ticket’, to be filled in by
victims using smart phone emergency applications).

Common
procedures
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Annex 3

Results ‘test cases’ Dublin workshop November 2017

st

1 test case: Guidance for vehicle screening at secure locations
This standard specifies the consideration to be given by the end users (security managers) in the screening of
vehicles entering a secure location (e.g. protected by a perimeter fence). Feedback on the RAF can be
summarized as follows:
a.
b.
c.

d.
2

nd

Too many questions – takes a lot of time
At the stage of the idea of this potential item, most questions were too detailed (the expert hadn’t
thought about it yet)
As this item was dealing with the threat of potential terror attacks, the experts highlighted, that
some of the fields are difficult to fill in (e.g ethical issues – in terrorism, when looking at the
statistics, a certain profile can be identified, which would be in the focus for “screening vehicles”)
Some of the free text fields are too small – not all the text could be written and/or seen

test case: Guidance for soft target protection

This standard specifies guidelines for the protection of public places such as shopping malls, hospitals,
stadiums, parks etc.
e.
f.
g.

h.

As this item was quite premature and in need for more specification, many questions couldn’t be
answered
In many cases the questions were not clear, they suggested that adding examples could help to
clarify
They experienced the questions as a ‘checklist’ to make sure that you are aware of the full context
of a potential item before turning it into a NWIP. Especially the ‘screening of experts’ before you
start with such a project was mentioned as very important.
They would propose to use a different type of tool (instead of an Excel with where you see how
extensive it is), they proposed for example something similar to online questionnaires, where you go
from one question to the next based on your answer.

rd

3 test case: Disaster management evaluation
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This standard specifies a crisis management evaluation methodology in order to support and easily exchange
the lesson learned and best practices.
e.
f.
g.
h.
i.
j.

Too many questions and too many are irrelevant for the particular topic.
Many questions are not relevant when filling in. There was the impression that this lowers the endscores in the overall assessment sheet.
Check the order of dropdown lists. Sometimes they go from bad to good, sometimes the reverse
order.
Question missing in the RAF: is the standard in conflict with national legislation. (if that would be the
case that is a showstopper for the standard)
Too many ELSI questions
One question for all ‘trends’, and reformulate to: “how can this standard solve the problem of
ageing of the population for example.
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k.

Especially the Feasibility questions are quite good and were recognized by the participants as topics
that need to be identified in an early stage to prevent problems in a later stage of the
standardization development.

page 32

